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“Partners” (starting with A: 150+)

+A Million AdsIAB TCF

+A.MobIAB TCF

+AA INTERNET-MEDIA LtdIAB TCF

+Aarki, Inc.IAB TCF

+AAX LLCIAB TCF

+Accorp Sp. z o.o.IAB TCF

+AccountInsight LtdIAB TCF

+Active Agent (Virtual Minds GmbH)IAB 
TCF

+ACTV8, Inc.IAB TCF

+AcuityAds Inc.IAB TCF

+AcxiomIAB TCF

+Ad Alliance GmbHIAB TCF

+ad6mediaIAB TCF

+Adacado Technologies Inc. (DBA 
Adacado)IAB TCF

+adality GmbHIAB TCF

+Adasta Media S.r.l.IAB TCF

+adbalancer Werbeagentur GmbHIAB 
TCF

+adbility media GmbHIAB TCF

+AdClear GmbHIAB TCF

+AdColony, Inc.IAB TCF

+AddApptr GmbHIAB TCF

+AdDefend GmbHIAB TCF

+AddrelevanceIAB TCF

+Adelaide Metrics IncIAB TCF

+AdElement Media Solutions Pvt LtdIAB 
TCF

+Aderize, Inc.IAB TCF

+Adevinta Spain S.L.U.IAB TCF

+Adex (Virtual Minds GmbH)IAB TCF

+ADFI MEDIA SLIAB TCF

+Adform A/SIAB TCF

+AdGear Technologies, Inc.IAB TCF

+AdheseIAB TCF

+adhood.comIAB TCF

+AdikteevIAB TCF

+AdInMo LTDIAB TCF

+ADITION (Virtual Minds GmbH)IAB TCF

+Adjust Digital A/SIAB TCF

+Adjust GmbHIAB TCF

+Adkernel LLCIAB TCF

+Adlane LTDIAB TCF

+Adloox SAIAB TCF

+Adludio Ltd.IAB TCF

+ADMAN - Phaistos Networks, S.A.IAB 
TCF

+ADman Interactive SLUIAB TCF

+adMarketplace, Inc.IAB TCF

+ADMAXIAB TCF

+AdMaxim LimitedIAB TCF

+admetrics GmbHIAB TCF

+Admixer EU GmbHIAB TCF

+Admo.tv (Clickon)IAB TCF

+Adnami ApsIAB TCF

+adnanny.com SLUIAB TCF

+ADNOW I RENODO MEDIA LTDIAB TCF

+Adnuntius ASIAB TCF

+Adobe Advertising CloudIAB TCF

+Adobe Audience Manager, Adobe 
Experience PlatformIAB TCF

+Adobe Audience Manager, Adobe 
Experience Platform

+AdomikIAB TCF

+Adpone SLIAB TCF

+adQueryIAB TCF

+AdQuiver Media SLIAB TCF

+ADRENALEADIAB TCF

+Adrino Mobile Sp. z o.o.IAB TCF

+adrule mobile GmbHIAB TCF

+Ads Interactive Ltd.IAB TCF

+Adserve.zone / Artworx ASIAB TCF

+AdServing Factory srlIAB TCF

+Adsmovil España S.LIAB TCF

+ADSOCYIAB TCF

+Adsolutions BVIAB TCF

+AdsonicaIAB TCF

+AdSpirit GmbHIAB TCF

+adsquare GmbHIAB TCF

+ADSTOURS SASIAB TCF

+AdsWizz Inc.IAB TCF

+Adsyield IncIAB TCF

+Adtarget Teknoloji A.S.IAB TCF

+ADTARGET.ME UABIAB TCF

+Adtelligent Inc.IAB TCF

+AdTheorent, IncIAB TCF

+AdTiming Technology Company 
LimitedIAB TCF

+Adtriba GmbHIAB TCF

+ADTTRIBUTION IncIAB TCF

+ADUXIAB TCF

+advanced store GmbHIAB TCF

+ADventori SASIAB TCF

+Adventure MediaIAB TCF

+AdverlineIAB TCF

+Adverticum cPlc.IAB TCF

+Advertising.Tech FZ-LLCIAB TCF

+Adverty AB (publ)IAB TCF

+AdViewIAB TCF

+Advisible ABIAB TCF

+Adwatch

+ADWAYS SASIAB TCF

+adWMGIAB TCF

+Adxperience SASIAB TCF

+ADYOULIKE SAIAB TCF

+Adzymic Pte LtdIAB TCF

+Agate Systems LimitedIAB TCF

+agof - daily campaign factsIAB TCF

+agof studiesIAB TCF

+AiCreo S.r.l.IAB TCF

+AIDEM Technologies LTDIAB TCF

+Airnow Media LtdIAB TCF

+Akamai

+AlgoriX Technology Pte. Ltd.,IAB TCF

+AlkimiIAB TCF

+Allegro sp. z o.o.IAB TCF

+Alliance Gravity Data MediaIAB TCF

+Alphonso Inc. IAB TCF

+Always-Computing SASIAB TCF

+Amazon Ad ServerIAB TCF

+Amazon AdvertisingIAB TCF

+Amnet GmbHIAB TCF

+Amobee Inc.IAB TCF

+Amplified IntelligenceTechnologiesIAB 
TCF

+ANINPRO-CREATIVE, S.L.IAB TCF

+Aniview LTDIAB TCF

+AnonymisedIAB TCF

+Anteriad, LLCIAB TCF

+AntVoiceIAB TCF

+Anzu Virtual Reality LTDIAB TCF

+Apester LtdIAB TCF

+Appier PTE LtdIAB TCF

+Appstock LTD.IAB TCF

+appTV Ltd.IAB TCF

+Appush TechnologiesIAB TCF

+Aptivio IncIAB TCF

+AragoIAB TCF

+Arbeitsgemeinschaft Media-AnalyseIAB 
TCF

+Arcanor Bilgi Teknolojileri ve Hizmetleri 
A.Ş.IAB TCF

+ArcSpan Technologies, Inc.IAB TCF

+Arcspire LimitedIAB TCF

+AREIA (ADLOOP)IAB TCF

+ArkeeroIAB TCF

+ARKHEUSIAB TCF

+ARMIS SASIAB TCF

+Arpeely Ltd.IAB TCF

+Arrivalist Co.IAB TCF

+ArtChaos s.r.o.IAB TCF

+Artefact Deutschland GmbHIAB TCF

+Aryel s.r.lIAB TCF

+Ask LocalaIAB TCF

+AttributyIAB TCF

+Audience NetworkIAB TCF

+Audience Solutions S.A.IAB TCF

+Audience Trading Platform Ltd.IAB TCF

+AudienceProject ApsIAB TCF

+AudienceProject Measurement AmzIAB 
TCF

+Audiencerate LTDIAB TCF

+AudienceRun corpIAB TCF

+Audiens S.r.l.IAB TCF

+Audienzz AGIAB TCF

+AuDigentIAB TCF

+audio content &amp; control GmbHIAB 
TCF

+Audiohook CorporationIAB TCF

+AUDIOMOB LTDIAB TCF

+AudionIAB TCF

+Automattic AdsIAB TCF

+Avantis Video LtdIAB TCF

+Avocet Systems LimitedIAB TCF

+AWIN AGIAB TCF

+Axel Springer Teaser Ad GmbHIAB TCF

+Axiom Media ConnectIAB TCF

+AXIS CORP LTDIAB TCF

+Axonix LTDIAB TCF

+Azerion Holding B.V.IAB TC

+ >850 more partners!!
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Third-party trackers

• Third-party trackers are present in >90% of the websites

• They can easily recover our browsing history (at least)

• They can track us even if we delete cookies, use private mode, DNT, VPN, etc.
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Data brokers

• Companies or business units whose primary source of revenue is selling 
user personal information in data market places [1]

• Dangers for the user
• Profiles may be (most surely) incorrect
• There is no easy way to discover and correct it (despite GDPR)
• There is no easy way to know to whom our info was sold to [2,3]
• There is no easy way to know how this is impacting us!!
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[1] A. Rieke, H. Yu, D. Robinson, and J. van Hoboken, “Data Brokers in an Open Society”, Open Society Foundations 2016
[2] https://nrkbeta.no/2020/12/03/my-phone-was-spying-on-me-so-i-tracked-down-the-surveillants/
[3] https://techcrunch.com/2023/05/21/the-government-cant-seize-your-data-but-it-can-buy-it/



Tracking purposes

• Purposes and implications
• Targeted advertising

• Price discrimination [4]

• Insurance coverage [5]

• Credit rating [6]

• Phishing/identity theft (e.g. Conti Leaks)

• Political interests (e.g. Cambridge 
Analytica)

9

[4] J. Mikians, L. Gyarmati, V. Erramilli, and N. Laoutaris, “Crowd-assisted search for price discrimination in e-commerce: first results,” in Proceedings 
of the ninth ACM conference on Emerging networking experiments and technologies, ser. CoNEXT ’13
[5] The Economist, “Insurance data: Very personal finance,” 2012. [Online]. Available: http://www.economist.com/node/21556263
[6] Reclaim the Net, [Online] https://reclaimthenet.org/imf-report-suggests-credit-score-browsing-history



Tracking methods

• Stateful methods
• Cookies
• HTML5 storage [7]
• Web cache [8], DNS cache [9], Redirect cache [10]

• Stateless methods (fingerprinting)
• Combine device properties to form a unique identifier
• Canvas fingerprinting [11]
• Audio fingerprinting [12]
• 3D rendering fingerprinting [13]
• Mouse fingerprinting [14]
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[7] G. Acar, C. Eubank, S. Englehardt, M. Juarez, A. Narayanan, and C. Diaz, “The Web Never Forgets: Persistent Tracking Mechanisms in the Wild,” in ACM CCS, 2014.
[8] G. Fleischer, “Implementing Web Tracking,” Proc. Black Hat USA Conf. Briefings, pp. 1–37, Jul. 2002.
[9] A. Klein and B. Pinkas, “DNS Cache-Based User Tracking.” [Online]. Available: https://www.ndss-symposium.org/ndss-paper/dns-cache-based-user-tracking/
[10] E. Bursztein, “Tracking users that block cookies with a http redirect,” Jul. 2011.
[11] K. Mowery and H. Shacham, “Pixel Perfect : Fingerprinting Canvas in HTML 5,” in Proceedings of Web 2.0 Security and Privacy (W2SP), 2012 
[12] S. Englehardt and A. Narayanan, “Online Tracking: A 1-million-site Measurement and Analysis,” in ACM CCS, 2016
[13] Y. Cao, S. Li, and E. Wijmans, “(Cross-)Browser Fingerprinting via OS and Hardware Level Features,” NDSS Symposium, 2017
[14] M. Urpí, I. Castell and P. Barlet. “Detecting and Analyzing Mouse Tracking in the Wild,” IEEE EuroS&PW, 2023



Adblockers

• Most popular protection methods
• Block URLs using pattern lists
• Difficult to maintain updated and block new methods
• Easy to evade by periodically changing the hosting domains
• Adblockers are too conservative

• Why are they conservative?
• “Users want protection that does not break websites” [15]
• “When extensions break websites, users disable them based on how important the content 

they are accessing is to them” [16]

• Usually do not block URLs that can impact the website functionality
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[15] C. E. Wills and D. C. Uzunoglu, “What Ad Blockers Are (and Are Not) Doing,” HotWeb, 2016 
[16] G. Merzdovnik, M. Huber, D. Buhov, N. Nikiforakis, S. Neuner, M. Schmiedecker, and E. Weippl, “Block Me If You Can: A Large-Scale Study of Tracker-
Blocking Tools,” EuroS&P, 2017



TrackSign

• Objective: Automatically detect unknown web trackers
• Known trackers under unknown URLs
• Completely new tracking methods

• TrackSign analyzes website code instead of URLs
• If a piece of website code is mostly present in files which we already know that perform tracking, it is 

most probably being used for tracking
• We can automatically label as tracking other files using the same code!

• TrackSign explores two aspects of the code:
• Popularity: #resources that use this piece of code
• Dirtiness: %resources known to perform tracking

• The proposal is based on two observations:
• Limited number of ways to obtain user information
• New effective tracking methods will become popular at some point
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TrackSign

• Challenges
• How to partition the code?

• Same file hosted in several servers and 
linked by many different URLs

• Solution
• Rabin Fingerprinting for file partitioning

• A 3-mode network graph (tripartite)

• Domain, Resource and Signature
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Popularity 1              2  1    2  1   1

“TrackSign: Guided Web Tracking Discovery,” IEEE INFOCOM, 2021. https://personals.ac.upc.edu/pbarlet/papers/TrackSign.Infocom2021.pdf



TrackSign evaluation

• Top 100.000 most popular websites
• 5.2M of unique URLs, 933K resources, 73M code signatures
• Manually validated about 800 files

• 96% threshold maximizes detection while maintaining accuracy (92%)
• Found more than 12.000 new tracking resources and 300.000 new tracking URLs
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TrackSign evaluation

• 95% of websites (86.626 out of 90.637) include web tracking
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ASTrack

• Analyze code structure instead of shared code
• We identify shared functionality not shared code

• Robust against obfuscation and minimification

• We can selectively block tracking AST better 
preserving functionality!

• ASTrack explores Abstract Syntax Trees (AST)
• ASTs identified by a simple label chain

16“ASTrack: Automatic Detection and Removal of Web Tracking Code with Minimal Functionality Loss,” IEEE INFOCOM, 2023. https://arxiv.org/pdf/2301.10895.pdf



ASTrack evaluation

• We block more than 3k URL compared to adblockers, while improving website functionality!
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ePrivo.eu

• New online privacy observatory
• Data collected using TrackSign/ASTrack over 1.5 million websites

• Augmented with a new layer about URL information to obtain privacy 
information not included inside website code
• Cookies

• Certificates

• Also explores prevalence of third-party trackers

18“ePrivo.eu: An Online Service for Automatic Web Tracking Discovery,” IEEE ACCESS, 2023. https://upcommons.upc.edu/bitstream/handle/2117/386463/P6.pdf



https://eprivo.eu
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Conclusions

• Summary
• ePrivo.eu can help Internet users realize the huge problem around online privacy
• ePrivo.eu could also be useful by regulators or even web site owners
• We can now automatically detect unknown web tracking and discover new methods
• We can block more than adblockers by keeping website functionality in most cases

• Future work
• Bring ePrivo.eu into a production state
• Develop a browser extension that implements TrackSign/ASTrack

• What do we need?
• It has proven very hard to find funding for this project…
• We could only develop it as a side project 
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Backup slides
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Privacy regulations
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ePrivo.eu

• Complemented with automatic labeling of web tracking methods

Fingerprinting
• Font fingerprinting

• Canvas fingerprinting

• Mouse fingerprinting

• WebGL fingerprinting
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Cookies
• Session cookies
• Long-living cookies (less than 1 year)
• Very long-living cookies (more than 1 year)
• JavaScript cookies
• Third-party cookies
• Tracking cookies
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TrackSign evaluation

• Completely new web tracking -> popularity level

• Wayback machine

• Popularity 10 -> 737 resources
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ASTrack algorithm

29“ASTrack: Automatic Detection and Removal of Web Tracking Code with Minimal Functionality Loss,” IEEE INFOCOM, 2023. https://arxiv.org/pdf/2301.10895.pdf



ASTrack evaluation
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31



ASTrack evaluation
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