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Who am I

• ntop founder (http://www.ntop.org): 
company that develops open-source 
network security and visibility tools. 

• Author of various open source 
software tools and contributor to 
popular tools (e.g. Suricata and 
Wireshark). 

• Lecturer at the CS Dept, University of Pisa, Italy.
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Presentation Overview
• This talks reports the lessons learnt while monitoring 
networks of various ISPs, cloud and service 
providers. 

• Operational requirements change according to the 
customer so we summarise our experience. 

• Tools reported in this presentation are home-grown 
and open source whose code is available on 
GitHub.
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Monitoring Requirements
• Internet Service Providers 
◦Prevent the network from collapsing (mostly DDoS). 
◦Visibility of the main network activities in order to 
understand traffic flows (routing/AS-level, not host). 
◦Device monitoring (interface drops, state changes). 

• Service/Cloud/Hosting Providers 
◦Monitor core services (e.g. DNS, email). 
◦Detect severe source of troubles (e.g. heavy 
spammers) in order to avoid decreasing the overall 
network reputation.
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Cybersecurity in Datacenters
• Contrary to companies where everything has to be 
policed, in ISPs and Providers the goal is NOT to 
completely cleanup traffic but keep the network 
infrastructure healthy by: 
◦Mitigating volumetric attacks. 
◦ Identify and quarantine infected hosts that are 
potentially dangerous for the whole infrastructure. 
◦Block/report suspicious activities by providing 
customers a detailed report in order them to 
address the issue.
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Monitoring Goal: Anticipate
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Our Goal

Picture courtesy of switch.ch

https://switch.ch
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(D)DoS Mitigation and Detection
• All modern networks are DDoS-protected by the carriers 
or by leveraging on DDoS-mitigation companies. 

• By nature, DDoS-mitigation is coarse, as protection 
mechanisms and not permanent but are enabled when 
specific network conditions are met. 

• The outcome is that volumetric attacks not too heavy 
(e.g. in the 1 Gbit range, or targeting a few specific 
host/services) are not mitigated. This puts pressure on 
the infrastructure (e.g. the firewall), can block specific 
customers, and increase operational costs due to the 
need to buy more powerful equipment than necessary.
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DPI at 100 Gbit [1/3]
• DPI (Deep Packet Inspection) enables the 
inspection of packet payload in order to extract 
metadata and characterise traffic. 

• Commercial DPI libraries are often quite expensive 
in price, and do not cope with high-speed (> 10 
Gbit). 

• Network administrators are used (often due to 
limitations of leading hardware manufacturers) to 
monitor sampled data with not DPI information. 

• In 2024 we need full visibility with DPI and ETA.
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DPI at 100 Gbit [2/3]
• nDPI is a GNU LGPL DPI ntop develops: 430+ 
protocols supported, ETA and cybersecurity traffic 
analysis by means of flow risk analysis.
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DPI at 100 Gbit [3/3]
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NOTE: When packets are not available, flow collection can also 
work but it will offer limited visibility due to sampling and lack of DPI
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Combining Visibility with ETA

11



ESNOG-32 - 24.10.2024 https://github.com/ntop/

Anticipate Problems [1/4]
• Firewalls evolved: 
◦ IP-header based rules (ACL) - 1980 
◦Next-generation Firewalls (L7 protocol) - 2011 

• Traffic fingerprinting refers to the process of 
identifying and gathering specific information about a 
system or network to create a (in theory) unique 
profile or “fingerprint”. 

• As fingerprints are created on the initial few traffic 
bytes, blocking malicious fingerprints means that we 
can stop threats before they hit the network.
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Anticipate Problems [2/4]
• Supported Fingerprints 
◦ (Anonymous) VPNs (e.g. OpenVPN) 
◦Malicious QUIC/TLS applications 
◦SSH-based Bots 
◦Outdated/unwanted devices (DHCP) 
◦Unknown and Encrypted Protocols 
◦Cryptominers
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Anticipate Problems [3/4]
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Anticipate Problems [4/4]
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Analysing Traffic Behaviour
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Spotting Issues [1/3]
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Spotting Issues [2/3]
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Spotting Issues [3/3]
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Know Your Network [1/2]
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Know Your Network [2/2]
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What about AI ? [1/2]
• Traffic fingerprinting allows network traffic to be 
clustered according to the sender OS (TCP 
Fingerprinting) and Application (e.g. JA3/4).
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What about AI ? [2/2]
• Ok but what is tiktok.com or esnog.net ?  

• Future looks bright !
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esnog.net is a non-profit organization that provides DNS resolution services for Cuba. It operates as an alternative to the official Cuban DNS 
servers, offering access to uncensored information and enabling Cubans to bypass internet censorship in their country.
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Coming Soon
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Final Remarks
• Over the past 25+ years ntop created open source 
software framework for efficiently monitoring traffic. 

• Commodity hardware, with adequate software, can 
now match the performance and flexibility that 
modern network operators require.
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