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The problem 
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Consent managers 
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The privacy paradox 
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Second-party trackers 
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943 “partners” 



Why should we care about that? 

• Data brokers: Companies whose primary source of revenue is selling 
user personal information in data market places [1] 

 

• Dangers for the user 
• Profiles may be (most surely) incorrect 
• There is no easy way to discover and correct it (despite GDPR) 
• There is no easy way to know to whom our info was sold to [2,3] 
• There is no easy way to know how this is impacting us!! 
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[1] A. Rieke, H. Yu, D. Robinson, and J. van Hoboken, “Data Brokers in an Open Society”, Open Society Foundations 2016 
[2] https://nrkbeta.no/2020/12/03/my-phone-was-spying-on-me-so-i-tracked-down-the-surveillants/ 
[3] https://techcrunch.com/2023/05/21/the-government-cant-seize-your-data-but-it-can-buy-it/ 



Security implications 
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Key findings 
 
Personal data is bought and 
leveraged by cybercriminals 
to orchestrate attacks, 
including phishing and 
ransomware 
 
LLM and generative AI are 
effectively used by 
cybercriminals to increase 
CTR, and to automate and 
scale up processes 
 
 



Information security 

• The case of Gravy Analytics leak (location data-broker) 
• 30 million location data points leaked (the hacker claimed 200B records)  

• Mobile apps, ad networks, analytics systems, telecom operators, smarthome devices, 
connected cars, etc. 

• List of 3455 Android apps (Tinder, FlightRadar, Weather Channel, etc.) [6] 

• Linked to advertisement IDs  Very easy to deanonymize! 

 

8 [6] https://gist.github.com/fs0c131y/f498b21cba9ee23956fc7d7629262e9d 

https://gist.github.com/fs0c131y/f498b21cba9ee23956fc7d7629262e9d


UPC technology 

• We addresses two main problems of AdBlockers 
• Limitations of blacklists (hard to maintain and easy to evade) 

• Functionality loss (block less than they should) 

 

• Based on two algorithms developed by UPC: 
• TrackSign: For discovering new tracking methods  

     (IEEE INFOCOM 2021) [7] 

• ASTrack: For selectively blocking tracking code  
  (IEEE INFOCOM 2023) [8] 
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[7] TrackSign: Guided Web Tracking Discovery: https://personals.ac.upc.edu/pbarlet/papers/TrackSign.Infocom2021.pdf 
[8] ASTrack: Automatic Detection and Removal of Web Tracking Code with Minimal Functionality Loss: https://arxiv.org/pdf/2301.10895.pdf 
 

https://personals.ac.upc.edu/pbarlet/papers/TrackSign.Infocom2021.pdf
https://personals.ac.upc.edu/pbarlet/papers/TrackSign.Infocom2021.pdf
https://personals.ac.upc.edu/pbarlet/papers/TrackSign.Infocom2021.pdf
https://arxiv.org/pdf/2301.10895.pdf
https://arxiv.org/pdf/2301.10895.pdf
https://arxiv.org/pdf/2301.10895.pdf


GuardXP project objectives 

• Integrate TrackSign + ASTrack into actual tools that can be used by individual 
users and companies to protect their privacy and security 

 

• Individual user: Browser plugin 
• Cleans tracking code from user browser activity 
• Main challenges: Online operation + Browser limitations 
• Firefox-based browsers 

 

• Companies: Web proxy 
• Clean tracking code from company’s web traffic by intercepting all web connections 
• Main challenges: Online operation + SSL / HTTPS 
• Offered as cloud-based SaaS or on-premise 
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1) netSamurai Plugin 
• Cleans tracking code from user browser activity 

• Main challenges: Online operation + Browser limitations 

• Firefox-based browsers 
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https://addons.mozilla.org/en-US/firefox/addon/netsamurai 
 

                             desktop 

https://addons.mozilla.org/en-US/firefox/addon/netsamurai
https://addons.mozilla.org/en-US/firefox/addon/netsamurai
https://addons.mozilla.org/en-US/firefox/addon/netsamurai
https://addons.mozilla.org/en-US/firefox/addon/netsamurai


                             mobile 

2) netSamurai Browser 
• GuardXP protection for Android 

• Available at Play Store 

 

 

 
3) netSamurai Firewall 

• Protection for mobile apps 

• Blocks privacy-invasive connections 

• Currently under development 
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https://play.google.com/store/apps/det
ails?id=com.ikusa.netsamurai 

https://play.google.com/store/apps/details?id=com.ikusa.netsamurai
https://play.google.com/store/apps/details?id=com.ikusa.netsamurai
https://play.google.com/store/apps/details?id=com.ikusa.netsamurai


                             enterprise 

4) netSamurai Proxy 
• Clean tracking code from company’s web traffic by intercepting all web connections 

• Main challenges: Online operation + SSL / HTTPS 

• Offered as cloud-based SaaS or on-premise 
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RIPE Labs post: https://labs.ripe.net/author/pbarlet/guardxp-from-data-privacy-to-

improved-cybersecurity  

Plugin: https://addons.mozilla.org/en-US/firefox/addon/netsamurai  

Browser: https://play.google.com/store/apps/details?id=com.ikusa.netsamurai  

Proxy and firewall: https://ikusa.tech 
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