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NLNOG TOOLS DEEPDIVE

QUICK INTRO

▸ Nick Bouwhuis 

▸ Board member since 2024 

▸ Network Engineer @ Speakup 

▸ Behind various side-hustles



NLNOG TOOLS DEEPDIVE

ABOUT NLNOG

▸ Started in 2002 with a mailing list 

▸ Formal foundation since 2015 

▸ 3 events per year 

▸ New Years Drink 

▸ Summer event (2 weeks ago) 

▸ NLNOG day



NLNOG TOOLS DEEPDIVE

ABOUT NLNOG

▸ IRC: IRCnet - irc.nlnog.net - #nlnog 

▸ Discord: https://nlnog.net/discord/ 

▸ Mailing List / other channels: nlnog.net

http://irc.nlnog.net
https://nlnog.net/discord/
http://nlnog.net


NLNOG TOOLS DEEPDIVE

TOOLS

▸ RING 

▸ RING Looking Glass 

▸ IRRexplorer 

▸ BGP Filter Guide 

▸ Ride Share (new!)



NLNOG RING



NLNOG RING

THE PROBLEM
▸ Debugging network-related issues between networks can be hard 

▸ Having vantage points in many different networks can help 

▸ Having proper debugging tools helps even more! 

THE SOLUTION: THE NLNOG RING 
▸ You provide a (virtual) machine in your network 

▸ You get shell (SSH) access to machines of all participants in return 

▸ … and access to some cool tools to do debugging and testing



NLNOG RING

NLNOG RING NODES
 

700+ NODES 
500+ ASNS 

55+ COUNTRIES 

list of nodes: https://ring.nlnog.net/nodes

https://ring.nlnog.net/nodes


NLNOG RING

NLNOG RING TOOLS
▸ ring-ping: ping a specified target from a number of RING nodes 

▸ ring-trace: visualise traceroutes to a target from a selection of RING nodes in a diagram 

▸ ring-http: compare answers to HTTP requests to a specified URL 

▸ ring-sqa: alert on sudden changes in the number of other RING nodes that can be 
reached 

▸ ring-all: perform any available Linux CLI command on a set of nodes and gather all 
results 

▸ And of course: there’s an extensive set of CLI tools available, for example: mtr, 
traceroute, tcptraceroute, ping, curl, dig, python, etc



NLNOG RING

TOOL: RING-PING
Ping a target from a random selection of nodes:

averschuren@libertyglobal.com



Perform traceroutes from RING nodes and visualise results:

ring-trace v1.9.3 to bgp.rodeo - https://ring.nlnog.net generated at 2026-03-26 13:53:00

altstack01
ALTSTACK,

AS213959

ALTSTACK,
AS213959

BGP-RODEO
AS202585

conova02
CONOVA-AS

AS5404

CONOVA-AS
AS5404

kamel01
KAMEL,
AS213113

KAMEL,
AS213113

OBE-NET,
AS3399

COGENT-174
AS174

linode11
AKAMAI-LINODE-AP

AS63949

AKAMAI-LINODE-AP
AS63949

HURRICANE
AS6939

Frys-IX

elcro01
ELCRO-DIGITAL-SERVICES-LLC

AS62553

ELCRO-DIGITAL-SERVICES-LLC
AS62553

LAGLESS-AS
AS400556

GSL
AS7578

GSLNETWORKS-AS-AP
AS137409

ASIMO-AS,
AS49127

iccn01
UIUC
AS38

UIUC
AS38

UI-ICCN
AS40387

active2401
ACTIVE24-AS

AS25234

ACTIVE24-AS
AS25234

signet01
SIGNETBREEDBAND,

AS39700

SIGNETBREEDBAND,
AS39700

SIGNET-AS,
AS28878

NLNOG RING

TOOL: RING-TRACE



NLNOG RING

TOOLS: RING-HTTP AND AN EXTENSIVE LINUX SSH TOOLSET

THE RING-HTTP TOOL  SHOWS FAILED 
HTTP REQUESTS FROM SOME NODES

LOGGING INTO ONE OF THE NODES WITH PROBLEMS 
WE CAN USE STANDARD CLI TOOLS TO DEBUG THE ISSUE 

(IN THIS CASE: THIS NODE IS IPV6-ONLY AND RING-HTTP DEFAULTS TO IPV4)



NLNOG RING

RING NODE REQUIREMENTS
▸ A physical or virtual machine running Ubuntu 22.04 

▸ You represent the ASN hosting the RING node and provide working 
contact information for this ASN 

▸ A publicly accessible IPv6 address (and optionally IPv4) 

▸ At least 20GB disk space and 2GB RAM 

▸ No firewalling to and from the internet 

▸ NLNOG RING Admins get full control (sudo access)



NLNOG RING

MORE INFORMATION, APPLICATION & CONTACT

▸ Information and application form: https://ring.nlnog.net 

▸ Email: ring-admins@nlnog.net 

▸ IRC Channel: #ring on the IRCNet network 

▸ Discord Channel: #ring on NLNOG’s Discord server  
(https://nlnog.net/discord) 

▸ Configurations, code and playbooks:  
https://github.com/nlnog/ring-ansible

https://ring.nlnog.net
mailto:ring-admins@nlnog.net
https://nlnog.net/discord
https://github.com/nlnog/ring-ansible


NLNOG RING LOOKING GLASS



NLNOG RING LOOKING GLASS



NLNOG RING LOOKING GLASS



IRR EXPLORER



IRR EXPLORER

IRR EXPLORER SHOWS THE ROUTING, IRR AND RPKI STATUS FOR 
RESOURCES, AND HIGHLIGHTS POTENTIAL ISSUES.



IRR EXPLORER



IRR EXPLORER



IRR EXPLORER



IRR EXPLORER



IRR EXPLORER



IRR EXPLORER



IRR EXPLORER



BGP FILTER GUIDE







RIDE SHARE

EASY WAY FOR NLNOG EVENT VISITORS  
TO FIND OR OFFER RIDES TO/FROM NLNOG EVENTS



TEXT



NLNOG

UPCOMING NLNOG EVENTS

▸ NLNOG New Years Drink: January 2027 (probably) Utrecht, NL 

▸ NLNOG Summer Event (with BBQ!): ~June 2027 

▸ NLNOG Day: TBA 

▸ Check nlnog.net for details

http://nlnog.net


One more thing…



Who's leaking onto 
the peering LAN?
We watch the peering LAN on 32 IXPs and list every network sending 
something it shouldn't. Live, public, open data.

AS202585 https://ix.watch



W H AT  B E LO N G S  O N  I T

IP unicast between routers ARP Neighbour discovery

Nothing else.
W H AT  W E  S E E  I N S T E A D

IPv6 RA CDP LLDP STP MNDP MAC-Telnet RoMON DHCP Ubiquiti discovery

ARP off-LAN Wrong netmask IPv6 to ff:ff:ff:ff:ff:ff RARP Syncthing



H O W  I T  W O R K S

Listen on a member port. 
Name the sender.

0 1  ·  S E N S O R

On the LAN

One Python file on a 
member's peering 
interface. Raw socket, 
flags every frame that 
isn't unicast IP, ARP or 
ND.

0 2  ·  R E P O RT

Over MQTT

Per source MAC: counts 
per type, first and last 
seen, the last few 
frames, raw.

0 3  ·  AT T R I B U T E

MAC → ASN

Neighbour table and 
PeeringDB tie the MAC 
to a peering LAN IP and 
the network that holds 
it.

0 4  ·  P U B L I S H

Site, API, 
alerts
A page per network and 
per IXP, with decoded 
frames, a pcap and the 
fix.



L I V E

Every leaking port, as it happens.



W H Y  I T  M AT T E R S

Noise. Flooded to every member port. Every router's CPU handles it, 
just to drop it.

Leaks. CDP, LLDP and Ubiquiti discovery hand out model and 
firmware. MAC-Telnet and RoMON offer a management login.

Breaks. A router advertisement offering itself as everyone's default 
route. A /24 on a /23 broadcasting at half the LAN.



T H E  F I X

Usually one line.
Every network page shows the decoded frames, a pcap for Wireshark, and the config for the 
vendor we saw.

IPv6 RA Arista EOS

interface Ethernet1 
   ipv6 nd ra disabled all

MNDP, CDP, LLDP MikroTik RouterOS

/ip neighbor discovery-settings 
set discover-interface-list=LAN



R I G H T  N O W  ·  L A S T  7  DAYS

32
IXPs watched

308
networks leaking

434
router ports

2.6k
frames inspected 
per second

ARP off-LAN 219
IPv6 RA 125
MNDP 33
CDP 18
DHCP 11

Router ports per leak type api.ix.watch, 19 Oct 2026



A L L  O F  I T  I S  YO U R S

Open data. No key.
API
JSON snapshot, per IXP 
and per network. CORS 
open.

/snapshot.json 
/as/<asn>.json

Live feed
Server-sent events, one 
per sampled frame.

/events?ix=frys-ix

pcaps
The raw frames behind 
every network page, for 
Wireshark.

/as/<asn>.pcap

Alerts
Mail when your network 
starts leaking. Log in 
with PeeringDB. Free for 
IX operators.

alerts.ix.watch

https://api.ix.watch



A D D  YO U R  I X

Don't see your exchange yet?

Help us add it.
Run a sensor
One Python file on your peering 
interface. Your IXP gets a section, 
credited to you.

$ sudo python3 ixsensor.py

Give us a VM
A small VM with a leg on the 
peering LAN. We run the sensor.

Give us a port
Run an IXP? The smallest port you 
offer is plenty.

https://ix.watch/add-your-ix



THANK YOU!
https://nlnog.net/get-involved


